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APERTURE

WARNING NOTICE - SENSITIVE INTELLIGENCE SOURCES AND METHODS INVOLVED

1. In this Quarterly Operational Report on the CATOMIC Project,
we have included additional information which should give Headquarters
a more complete and balanced picture of our overall Soviet/East
European operational program. We did not include this information
in our last report, because the instructions and prescribed format for
these reports called for reporting only on project "assets". This
additional information includes direct case officer contacts with
targets; spotting, assessing and developing new CATOMIC assets; and
going operations. We have also touched on other areas which are either
related to this program or affect it significantly.

2. In preparing this report we have been acutely aware that
Headquarters has evaluated this program unsatisfactory through the
last two previous reporting periods. We understand Headquarters basic
criticism is that it lacks focus and direction. We have gratefully
acknowledged receiving Headquarters helpful suggestions in WASHINGTON
955217 for improving this program and shall respond to them in detail
soon after this report is forwarded. At. that time we shall also out-
line for you the steps we have taken to make the program more effective.

3. We have had one overriding concern durin g this reporting
period - the Soviet operation against L	 officer
who is responsible for handling seven of the sixteen encrypte;3CATOMIC
assets with whom we currently maintain contact. As this case
sensitive, on several levels, it is not possible to report fully here
on the effect it has had on our Soviet/East European operational
program. Nevertheless, as it does bear heavily on this program, we
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have provided some general perspectives of this case in this report.
We must ask Headquarters to search out any details from our extensive
reporting on it this quarter.

4. In about early December, we were urged to complete our
reporting on .this case.. expeditiously. By early January we had reported
in detail onl,	 kextensive contacts with Soviets and East
Europeans since they begai in December 1975. Many of these contacts
had never before been reported to Headquarters. We have not yet been
able to give full attention,however, to the effect this Soviet oper-
ation might have had ont 	 j developmental contacts, the CATOMIC
assets he handles, or other sources but before each such contact he has
made this reporting period we have carefully weighed all relevant
factors before permitting him to make it. We have also had to proceed
cautiously this quarter in other areas of our operational program
touched by the(' 	 _Imatter until we could complete our investigations

5._ In mid-December 1976, when the Soviets renewed their pursuit of
:-
L,	 3we moved to blunt their effort and to try to obtain someoperational benefit from it for ourselves. In January, through
surveillance and CAFISSION, we monitored the Soviet responses to our
move and in February retaliated in kind by pitching Jonas Vitautovich
LUKYANSKAS	 Third Secretary, Soviet Embassy, one of the
Soviets involved in the operation againstrThe Soviets,
however, indicated at the end of this quaEter that /they are still
interested mt	 Throughout the period covering these events we
carefully fol owed on-CAFISSION a series of Soviet conversations, unique
to our experienced AESC4BEN transcribers, which we believe concerned
their operation againstL :Though guarded, these conversations
enabled us to anticipate Soviet moves and to identify various Soviets
involved in the operation. Although these identifications might not
meet strict standards for assigning I.S. status to Soviets until con-
firmed by other information, they represent an important start for us
in understanding the duties, personalities and interrelationships of many
of the Soviets currently here.

6. Obviously, ther- 	/matter has taken time from other things
we would have rather bek doin in our Soviet program. A solution
suggested by Headquarters, would have been to transfer tl
immediately. r7	 -idid not favor this solution, primarily cause
it would hav iuggested ti the Soviets that pitching our officers, even
if the pitch is rejected, can be profitable. (There were other
sensitive reasons for keeping this operation going.) Having chosen
this course, we would hope Headquarters would carefully consider all of
its consequences when evaluating our program this quarter. In our view,
too, this case has been a "substantially extenuating circumstance" which
has affected our work. We also believe, however, it has sometimes
worked for our benefit and thus it deserves more scrutiny than it
received in last quarter's evaluation. We also believe our CI reporting,
such as on the L	 ljaffair should have been evaluated against
Objective A-3.

-11
7. We plan for:	 to transfer this summer. In the next

quarter, therefore, we shal 1 have to be alert to further Soviet'
initiatives against him and perhaps alsq_make moves of our own. In
the meantime, we shall continue phasing L	 jut of our Soviet/East
European program.

ADMINISTRATIVE MATTERS 

8. Field Case Officers:

r-	 -(has the primary responsibility for the
-47overall CATOMIC effort and Wandles HUFENCE/7. He isLL

but his minimal r-	 7duties do not detract appreciably from his Base-4
responsibilitiek: Hit	 however, denies him access toL joffices
after normal working hours, unless non-integrated r 7afficers are
present. He is also I-	 _ion Soviet/Eat European
matters.
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C7turned over toL
He is also responsible
and terrorist targets.
time.

handles CATOMIC/6 and /79. CATOMIC/6 was
iduring the reporting period.

for running operations against narcotics
These acti ities fàke about 25 per cent of his

]] handles CATOMIC/5, /19, /331 /72, /73, /74

He also handles CAFOHAGE/20L 	 _...)-I respanlIbilitv for which was moved
_	 transfer fromLe	jin January. Hetol	 >it'll-	 .!_.;

assistsi_,	 in managing the overall ATOMIC effort and has primary
responsibility o three sensitive operations.

handles CATOMIC/36 and /81. She ig-
L.

	

	 and spends at least 50 per cent of her timeL. .---duties.

L_	 :3aandles CATOMIC/47 and /86.

however,C	
!

re responsive to -the CATHATCH Project.
handles CATOMIC/87. His primary duties,

9. Expenses:

a. Salaries

b. Safehouses
	

898

c. Operational
Entertainment
	

400

d. Other Operational
Expenses	 352

INTELLIGENCE PRODUCTION 

erence,
which was based on information provided by CATOMIC/79, was disseminated
Aq prpnB-312/03686-76. CATOMIC/79 also provided economic information
r•-•	 :16675) which was deemed not suitable for dissemination, but which
was considered to be of possible interest to working analysts.

OPERATIONAL DEVELOPMENTS AND COMMENTS 

11. Assets:

a. CATOMIC/5 was met once during the reporting period. He
continues to work for the same Soviet company where no Soviets of
interest are currently assigned and where he has only rare contact with
Soviets at CAPAYOFF. He remains fully cooperative, however, and
volunteered information on a Soviet friend who used t94iork at his
company but who is now assigned to Antwerp as head of the joint Belgian-
Sovietiompany BELSO. This lead is being passed [	 and

(EGXA-5848). We shall continue to consider CATOMIC/5 terminated
but shall meet him occasionally to check on his access or to follow up
on leads he has provided.

b. CATOMIC/6 was met six times during this quarter. She
continued to report on her Soviet and East European contacts in the
local foreign press and diplomatic circles / including Nikolay
Yevgenyevich POISEAK-ki9LYANOVE	 r.lthe new Izvestiya corresvon-
dent in Bonn 7 -	 56505); Yevgeniy Vasilyevich BOVKUN L
a young, newl4.C.arrivga Soviet journalist at Sowletunion Heute; and
Szepesi GYORGYL :1	 ), the new correspondent for Hungarian

—

and

r-

were turned over to[
;handles CATOMTC/40 and /41. These cases

during the reporting period.JyLi

10. This project is primarily concerned with SE ' target

t

 (OD A-1
and C-1) and usually produces only operational information.
53798, the economic intelligence report mentioned in the Ref
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radio. She has been directed to cultivate these three individuals.
A report on her contact with BOVKUN is being prepared. She also

j
reported on the annual general meeting of the Foreign Press Association
and its bearing on the PDHUM case[ 	 55726).

c. CATOMIC/19 is an inactive asset. He was met twice during
the month in preparation for his termination, which is planned for
early in the next reporting periodL 	 ( 56460).

d. CATOMIC/33 was met three times during the reporting
period. He has been elected to an even more leading position in the
Foreign Press Association then he held previously, which should add to
his stature and thus might provide him with better access to targets.
Although at our direction he 4a. s tried to expand his relationship with
Vladimir Mikhaylovich POLENOVL,	 _J, Protocol Officer, Soviet
Embassy, to a social level, POLENOV has not yet responded. CATOMIC/33
is also reluctant in general to socialize openly with Soviets and East
Europeans, because as a stateless person he does not want to attract the
attention of German authorities and thereby jeopardize his alien
residency status here. He has reported on other contacts he has had
at the Association with Soviet and East Europeans, his brother-in-law
who is of interest to Headquarters, various Arabs and on the activities
of the Association. We are inclined to believe CATOMIC/33's overall
access serves broad BKHERALD interests, but it has limited value for
our Soviet/East European program. We shall reserve judgment on his
future use until the end of the next quarter.

e. CATOMIC/36 and his wife, CATOMIC/81, are inactive assets.
They were not met during the reporting period. Their move away from
the Bonn/Cologne area will make it difficult to re-tool them for our
program, but we continue to consider them when leads with which they
might be able to help are assigned to the Base for exploitation.

f. CATOMIC/40 and CATOMIC/41 continued to maintain the PDHUM
telephone tap and personal contact with PDHUM and his wife. Although
the tap produced no intelligencg_re ports this quarter, it continued to
provide background informationt,	.(malysts consider valuable in
their work. In response to a Headquarters requirement, CATOMIC/41
established contact with the visiting Yugoslav doctor believed to be
knowledgeable about President Tito's medical status, but the doctor was
Tuddeyy called hone before CATOMIC/41 was abe to develop this contact

54213). He opened private practice ii
l 
onn during this quarter,

and we expect this change will allow him more time and opportunity for
our work. We are investigating the possibility of using him and
CATOMIC/40 on other targets.

g. CATOMIC/47 was met three times during the reporting period
to debrief him on his business contacts hwith two Sojets (POLLAK-
POLYANOV and Viktor Petrovich PSHENKIN,L, 	 another Izvestiva 
correspondent), two Bulgarians (Todor Aleksandrov ATANASOV, Third
Secretary, and Ilia GAIDEROV, Second Secretary) and one member of the
Vietnam delegation. He continues to enjoy a good business relationship
with these officials, e.g., the Bulgarians promised to give him all
their business, but he has not yet been able to move any of these
contacts into a social relationship. His main value to us, we believe,
lies in his ability to give us advance notice of target interest in
particular pieces of real property.

h. CATOMIC/72 and CATOMIC/73 were not met during this
quarter, because relatives, unwitting of our arrangement with them to
use their apartments as observation posts, were visiting them. We also
did not want to risk exposing our rationship with them by having
their current case officer,L	 jmeet them. We plan forL,
Or r	 to take over these ca es next quarter and to use their
apdViments air several photographic efforts against CAPAYOFF.

i. CATOMIC/74 was met twice during the puarter. He eported
that his neighbor, Eduard Avenosovich  J Soviet
Radio and TV representative, attended a dinner party cAToMIc/7T held at
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his home in December and even postponed his departure for vacation in
Moscow to come. CATOMIC/74 will attempt to resume this contact next
quarter when MNATSAKANOV returns to Bonn. He remains willing to assist
us in working against the Soviet East European target, but his official
duties and heavy social schedule severely limit his activities for us.

j. CATOMIC/79 was met three times this quarter. He was the
only CATOMIC asset whose reporting produced both intelligence (See
paragraph 10, above) and operational information during the quarter.
His operational reporting concerned CAPAYOFF personnel and one Soviet
acceptance engineer working for a firm which CATOMIC/79's company does
business L	 156246). As he is our only CATOMIC asset with any access
to CAPAYOFF activities and personnel, we are exploring other ways in
which he might be useful to our efforts against CAPAYOFF. For example,
we have tasked him to provide information on Neotipe, a joint Soviet-
German firm near Cologne with close ties to CAPAY,OPP. whirh came to our
attention for the first time recently during the L,	 affair.

k. CATOMIC/85 was met only once during the reporting period,
at another party sponsored by his firm in December 	 353789).
We have refrained from having !	 iold operatioLl meetings with him

Anthis quarter d last because fiese pLies were focal points for Soviet
contact with4and we are uncertain to what degree of control, if
any, the Soviets exe-Jcise over CATOMIC/85. Late in this quarter,
bnwPvnri CATOMIC/85 informedk,	 jthat he wanted to meet soon with
i	 jand we anticipate haingit,	esume contact with him in
March. We believe, however, the 	 affair has ended his asset's
usefulness as a catalyst for case officers meetina Snviets and East
Europeans, because any American who replacesE 	 jet these parties
would be immediately suspect to the Soviets. CATOMIC/6 and CATOMIC/33
continue to attend and monitor these events for us.

1. CATOMIC/86 was not met during the reporting period,
because he has not yet reported receiving some reaction from Moscow to
his business proposal.

m. CATOMIC/87 was m .t twinp (-hiring the reporting period.
Anatoliy Georgiyevich NOVIKOVL	 j Third Secretary, Soviet
Embassy, resumed cultivating her in December after his lengthy bout
with pneumonia. (EGXA-5704) She has been given a copy of the German
edition of Smith's "The Russians" to pass to him. As NOVIKOV is one
of the few Soviets with whom we are in touch who seems to want to
further contact with one of our assets, we shall be examining other
options for exploiting his initiatives. CATOMIC/87's heavy workload,
however, is a major limitation in this case.

n. HUFENCE/7 was met four times during the quarter, mainly
to establish rapport and to monitor his settling into the Bonn area.
He has had one official contact each with his Soviet and Cuban counter-
parts since his arrival and plans to begin moving soon on the social
circuit. At this point, we are unable to predict how useful a CATOMIC
asset he might be, but he is willing to help us in any way he can.

12. Direct Case Officer Contacts.

a. As we continue to review our files on Soviets and East
Europeans in search of targets, we have so far identified 42 Soviets
and 36 East Europeans in Bonn/Cologne with whom there hap been c9ntact
by case officers and/or other assets in the past year. L.	 has
had direct contact with 19 of these Soviets and 18 of the East
Europeans. We shall weigh this factor with all other considerations
when we decide on which, -if anv-,of these individuals we should focus.)
Case Officers other thant„, 	 jave had direct contact with eleven of
these Soviets and ten of these East Europeans. Our tentative judgment
is that eight of the 42 Soviets and four of the 36 East Europeans might
be open to direct case officer development. The Subject of EGXA-5802
is one such East European. As recently as two weeks ago, however, two
of these eight Soviets failed to respond to our officers attempt to
follow up on an initial contact. This is the normal Soviet reaction
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b

and otherl	 ;S
CASLy_affairs are

officers.
regularly

Soviets and
attended

East byhopeans also atten.

these	 airs, problbl for the same operational purpose that we have -
to meet and assess other diplomats. We shall continue to be represented
there to look for any officials who might be worth targeting.

c. The local LNSHOE office has been rnoperative in our direct
contact efforts. They have facilitatedt 	 ,iclutivation of VSDOVE
and have indicated willingness to assist us in meeting similar officials.
They have also provided biographic information on the new Romanian
attache. We shall continue to develop this important adjunct to our
program.

d il	 -41/et VSDOVE five times during the quarter and
succeetd 1l'hitting itejoff well with him and his familyb 	 J
53772,	 542271_	 56522).

e. PDOBSTACLE remained elusive, in spite of our concerted
pffor1- c .0 placet,iin contact with him when he traveled.
‘...-	 k andL	 Ilcovered three of these "trips" alone and a
fourth TAuthr	 jand‘:	 jPDOBSTACLE was observed on only
one of thesb` occasions as he arrived home - too late for exploitation.
The total case officer effort expended on these aborted trips was
approximately seven man-davs. In February we proposed a new tack to
draw PDOBSTACLE to L55853), but Headquarters did not
believe it would succeed.(DIRECTOR3 989658). As PDOBSTACLE did not
register to travel in February and a new Deputy Chief of CAPAYOFFcalso
PDGRAVE, had arrived, we now suspect PDOBSTACLE has departed PCS.

•

f
ing directcontart

re-
!	 _.155669,t_

• posing as a

.3agath to aiscuss
contact PDHERB in

36627).

businessman, succeeded in establish
_Jtarget .FDHERB. PDHERB agreed to

j business proposition.
karch to follow up on this opening

g. Direct contact with KSRUSTY has lapse_d as a resllt of the
fairs. (We reported this development in	 1162.

See als	 _54163) The recent defection of his colleague,
Svetozar SIMKO, has added a new dimension to this case. We have not
abandoned

ide to 
KSRUSTY
keep him,

 as 
because
a target, but we

L 
mustlegitanew, if we	should

decide 	 alshould pursue
him further.

_limmediately established rapport with him.	 coT
days later, after an earthquake had devastated the capital of his
country and apparently severed its communications with OZDRIVE's embassy,
he called 	 fat work. He said his Ambassador had authorized him
to contact the Arigricans to see if they could help him find out whether
the American Embassy in his capital suffered damage. He wanted to know,
because he had close relatives living near our Embassy and his Ambassado
suggested only the Americans were likel to haye communications. L
was not available to take the call, butt

. _Ifielded the problem
beautifully, obtaining the 'nfo tion from Washington through NVIDEA
channels, passed it on	 jwho phoned it to a grateful OZDRIVE.
Three days later r_JfblloweWup this effort with another phone call
to OZDRIVE during-Which OZDRIVE repeatedly expressed his thanks for

s concern and our prompt assistance. His relatives, he told
he had since learned, were not injured. We hope this episode

Was br en some of the ice around this target.

i.Soviet Embassy, calledi__
Vladimir rL. SHENTAI:

in December to arrange a meeting, but
11, Second Secretary,

h. OZDRIVE remains friendly toL 	 iciut has so far not
Tallowedtheir relationship to expand beyond the C LY milieu.

jhas also met him at these affairs. Shortly after the quarter
ended,L jnet OzDRIVE on the diplomatic circuit and, as is often
the case with
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the Soviet backed out at the last minute without explanation. Resent
a Christmas gift toL	 ]soon after, indicating he might still be
interested in contac-E.C.	 Jill attempt to renew their relation-
ship at the next SPD event they attend together.

j. We have not taken any new initiatives , for direct contact
with Vladislav Anatolyevich STARIKOVICH L,	 , Attache, Soviet
Embassy, after learning from a sensitive source that German authorities
were considering arresting him for espionage activitiesE :353280).
Our basic reason for this decision is that we did not want to expose
our officers to any coverage the Germans might have placed on
STARIKOVICH, but we also did not want to complicate the German
operation.

k. Yevgeniy Mikhaylovich GRISHIN c:	 ,1 TABS represent
ative, is one of the Soviets with whom CATOMIC/33 has had contact during
the quarter. We are preparing a summary of these contacts, together
with CATOMIC/33's assessment of GRISHIN and our comments, which will be
sent to Headquarters soon.

:1--s- r	 (, was able to get Oleg Nikolayevich_
NIKTFOROV i,	 Socialist Industry journalist, to meet briefly
for coffee in late OctoBler to discuss politics And economics.
NIKIFOROV, however, was not e4hus'astic aboutt 	 jsuggestion for
another meeting. We plan for/	 to try for another meeting soon, but
we are not optimistic this case will be making great strides forward.

m. We have not yet been a b l e tnfocus on TABS correspondents
Aleksandr AleksandrovitU 	

_
RBANL„	and Vitaliy Sergeyevich

VINOGRADOV	 but we shall begin to do so in the next
quarter.

n. while (trying on the one hand to make our CATOMIC program
more effective against Objectives A-1 and C-1, we have on the other
hand been considering ways to improve our overall Base efforts against

neat-S-12---- 14Z117-b.i. on °RADIUS"-2.AlthougiCATEATC211,===b-lttinerrijrepo	 nutreporting 
„to-eva.thateSirs...aftga,gacjectically  against Objective.4-2. The PDHUM,
telephone tap and CATOMIC/79 reP"Oviting Iedrio 14-SianSivrto this
objective. By not evaluating our TORADIUS reporting, we find outselves
in the position of not knowing how much additional effort, if any, we
should expend on this important objective. We are particular
reluctant now, fOr_AXgRRle. to taraetrOppe Ilk 	 RBLER; Leonid_.	 ,
Gri§9tY.fl U

	

.eeb_XCAWCP ,-J	 r	
-s-■...,,■:. .. •

.-iglitieinaiiii010.1C.9711137
1070Man4r0ViChCBTIWETWCIPO	 4 Counselor for pre'Sn and

`Yr 	 ,_	 ., , ■ „,,C,, . L, „ j „ • •,,, „, „

I riformatiolit„ because-this 6.t.fa.Ct:Wainittantalii,(4,4,AUM,§9..S9..A.,c1.02,r.P.9,..t/w -rodiTs we are tryi.p.g.„.to,.acbtave.-in-tae.4-1 area unless there is a
re. -1 nèêd fo do so. - we note with some concern th 	 ters
men	 a	 qP,our cATorqg JA-1) efforS.A.14, T.b18_4- 2 -Snowtta,11,4a=0,t14.,antEib--....,.utea somehow to diif- dnatistactay_Ai74,rnt.4.41g.,_ A	 sources of
TOPAD	 _ ' riliglit Soviets were not being considered as pOSsi flè
reCruitment targe s, but only for monitoring their activities. CAEXCEL,
of course, is already reporting on PDWARBLER's TORADIUS activities, so
we are not sure what more we can or should be doing against him. (FYI,
CAEXCEL has just reported PDWARBLER leaves PCS 20 or 21 April.) We have
learned that USYCHENKO might have met recently with an LNFALL political
, ffinQ r_ but we have yet to ,see any reporting on this. We s>11 chff k..

__kid meetHGREMITSKIKHlonce at a reception a year agoL
54555), but this event is totally unrelated to our later thinking that
he might make a TORADIUS target. He has never met PDWARBLER and
uswrmwmun we also want to point out that Headquarters has also tasked

L...-•r	 11 with providing semi-annual wrap-up re ports for Chief, WOMACE
on TORADIUS and A-3 (CI) activities to which C	 _lhas made
substantial contributions. If Headquarters had included this reporting

owl
in its overall evaluation of our Soviet program,[	 officers who must
meet this . requirement, usually at the expense of CAT IC focus, could
see some results from their efforts, and perhaps also appreciation.
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-ILo. For the record,U 	 __pas never met Atanas NASTP , First
'Secretaryp-Bulaar

s
 an Embassy, but".„,	 I	 _

meet him L_	 30961). We sai we were cool to following up on this
contact, Because ASTEV ap eared to pe a little too close to the Soviets
to warrant much attention T	 54035), but the real reason was we
did not want at that time'Co contiflU‘ dispersing our efforts, until we
could see in which directions we should focus them.

13. Developmental CATOMIC Contacts.

a. Subject off:  _3 See status report on this case for
developments through Jftnuarv (_9XA-5764) and Headquarters comments on it
(WASHINGTON 997026).	 ontinued top meet with Subject in
February. On 2 March	 rokel,	 with him and asked him to
keep him informed of-hic ennt ts witE SoViet Embassy attaches Nikolay
Muannvich ANTAIOSOV L-	 ) and Anatoliy Ivanovich RAZGULYAYEV
L	 _A Subject, who is rather pro-Soviet, was initially quite
upset, but after much disqpssion of this request and his personal
situation, we are hopefult	 _Swill yet secure his cooperation.

b. Subject off.--	55775. A POA has been requested on him.
Jan HABERKA, Second Secretary", Polish Embassy, is one target we are
interested in using him against (EGXA-5802).

against her Yugoslav Embassy contact's (WASHINGTON 975956).
c. Subject off	 useWe have a POA on her for 	 !

d. Finnish diplomat.‘: ; has had seven social contacts
with him during the reporting period. T tFinn, per CAFISSION, is in
frequent contact with Gennadiy T. YASHIN 	 1 Soviet Embassy
official. As the Finn will be leaving Bonn for Nairobi in June, it is
doubtful the relationship can be brought to recruitment before his
departure.

e. Argentine diplomat. CAFISSION alp° indicates YASHIN is
in social contact with this diplomat. To date L.	 _las had only one
social contact with him, but he will try to pursue this relationship
more in the future.

f. American businessman. L	 as recently met an
American businessman who travels often to East Europe, has contacts
'th East European trade missions here and lives near CAPILE.

!plans to take over this contact.

14. Other Operations.

a. CAFORAGE/20 continues to provide interesting information
on Soviet scientists with whom he has contact during his trips to the
USSR, including two in whom Headquarters has strong operational interest

Lys are examining the Soviet scientists who visit West Germany for
56014,L	 :r! 56006,Z_ _J56007). Through CAFORAGE/20 and in other

varying periods as possible operational targets. We shall be forwarding
our planning along these lines, including its possible relationship to
the Pilot Collection Project No. 1 for directed energy program, during
the next quarter.

b.
--

us responsible for three sensitive cases, one
Soviet and tw ast Etropean, on which we report in other channels.
He is alternate case officer for three LHDEN cases. During the quarter
he also supported a isiting Ugadquarters officer on another sensitive
East European case. (..„	 [net a sensitive East European internal
asset, in place of his regulaF4 Headquarters case officer, and is now
designated alternate Europe-based oase officer for this asset.
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